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A-Universal Hash in Practice

o Definition: Given z€ T and M # M' € M,

Prsr [H (M) — H(M') = 2] < e(M, M').

e Various practical applications:

» Data Structures: hash tables [CWT79].
» Message Authentication Codes: UMAC, Badger, Poly1305-AES, GMAC [ISO/IEC 9797-3].
» AEAD: AES-GCM, ChaCha20-Poly1305 [RFC 8446].
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Poly1305 [Ber05]

For M = My - - || M,

Poly1305(r, M) = (c1x" + cox" 1 4 -+ + cox!  mod 2139-5)  mod 2'%,
where ¢; = M;j||1 and x = clamp(r, 22).

Key Points:
e Widely deployed, default choice (with Chacha20) in OpenSSH and WireGuard.
@ Good performance across all architectures without needing specific hardware support.

e Clamping introduced for fast implementations using FPUs (Floating-Point Units).
— Almost all implementations of Poly1305 use integer ALUs (Arithmetic Logic Units).
— Provides only ~103 bits of security with a 128-bit key and tag.

® Tailored for 32-bit architectures.

e Limited security of ChaChaPoly in the multi-user setting due to Poly1305 [DGGP21].
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Poly1305 [Ber05]
For M = My - - ||Mp,

Poly1305(r, M) = (c1x™ 4+ cox" "1 4 - + coxt mod 2130—5)  mod 2128,

where ¢; = M;||1 and x = clamp(r, 22).

Given today’s advancements and applications,
would we still converge to this same design?
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Systematization of Knowledge (SoK)

Current Standpoint:
@ Broad design space.

@ Multiple interactions between available choices.

@ Knowledge spreads across research papers, cryptographic libraries, and developers’ blogs.

Our Exposition [DGGP24]:

Design
Choices

Implementation
Choices
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Brief Description of the Design Space
key R message M
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Brief Description of the Design Space
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Brief Description of the Design Space

key R

message M

I

My

‘ Mo ‘ ‘ M,

|

r

DGGP (TII, ETHZ, TUDa)

my,ma,...,My

Pr(m17m27~~ '7mf)

Efficient Design and Implementation of Polynomial Hash

Polynomial

€F,

|

e {0,1}*

|IEEE S&P 2024 5/8



Modular Benchmarking Framework
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Benchmarking New Designs
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Results:

@ Our modular implementations achieve
high performance without
vectorization or hand-optimization.

@ Poly1163 performance makes it suitable
as drop-in replacement for Poly1305.

Our Expectations for Vectorization:
@ Poly1163: Significantly outperforms
Poly1305 at the same security level.

@ Poly1503: Replacement for Poly1305
with 34 bits of extra security
(103 — 137) at similar performance.
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Where to Find More Details

SoK on Polynomial Hash: Code of Polynomial Hash Framework:

https://doi.ieeecomputersociety.org/ https://github.com/jangilcher/polyno
10.1109/8P54263.2024.00132 mial_hashing framework
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Benchmarks: Poly1163

Poly1163 Performance on different CPUs
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Benchmarks: Poly1503

Poly1503 Performance on different CPUs
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